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1.  Introduction 

The Personal Data Protection Policy (hereinafter: the Policy) regulates the manner and scope of recommended 
actions in each collection, processing and storage of personal data by the Company VILLA DUBROVNIK d.d., Branch 
for Tourism ŠIBENIK, OIB: 66669628743, Obala Jerka Šižgorića 1, 22000 Šibenik (hereinafter: the Company). This 
Policy sets out guidelines that seek, as far as possible in the circumstances of each case, to establish compliance with 
EU Regulation 2016/679 of the European Parliament and of the Council on the protection of individuals with regard to 
the processing of personal data and the free movement of such data by April 27, 2016 (General Data Protection 
Regulation). 
 
The purpose of this policy is to establish standards regarding the processing of personal data for all managers, 
employees and other personnel who work and perform professional activities within the Company. The ultimate goal is 
to minimize the risk associated with possible non-compliance with applicable regulations, which of course depends on 
the timely and qualitative response of employees in every individual situation. In this regard, employees are urged, in 
the event that there is any misunderstanding about any of the provisions of this policy, any ambiguity in its 
implementation in business or in case of any doubt as to the current or future collection, processing or storage of 

personal data, to cease any activity and contact the competent data protection officer for further advice and guidance. 

 
The protection of personal data is a fundamental human right. The Company is aware of the importance of reliable 
and secure processing of personal data of its guests, employees and other natural persons whose personal data it 
collects and continues to process. 
 
With this Policy, the Company is creating a unique and high level of protection for the personal data that it processes. 
 
The Company protects personal data primarily in the following ways: 
 

a) by adopting this Policy, which lays down the general rules related to the protection of personal data by the 
Company, 

b) by adopting special internal regulations or protocols which regulate the processing of personal data in more 
detail. 

c) through the application of staff, organizational and technical measures for personal data protection, 
d) by appointing a data protection officers, 
e) by keeping records of personal data processing activities up-to-date, 
f) by continuously educating employees on the importance of personal data protection. 

 
 
2.  Defining and understanding key terms 

 

In order to better understand some of the terms that will appear in a number of provisions of the Policy, the following 

definitions are provided below: 

 

2.1.  Personal data 

This term includes all data relating to an individual whose identity has been established or can be established directly 

or indirectly, i.e., with the help of identifiers such as name, identification number, location data, network identifier or with 

the help of one or more factors specific to for the physical, physiological, genetic, mental, economic, cultural or social 

identity of that individual. 

 

2.2.  Processing and storage of personal data 

Processing of personal data is any procedure or set of procedures performed on personal data or on sets of personal 

data, whether automated or non-automated such as collection, recording, organization, structuring, storage, adaptation 

or modification, retrieval, inspection, use, disclosure by transfer, dissemination or otherwise making available, 

harmonization or combination, restriction, deletion or destruction of personal data. 

 

The collection, processing or storage of personal data may be performed on personal data in any form, whether non-

automated (such as forms, documents provided by clients, employees, manually entered personal data records), semi-

automated (manual entry in Excel spreadsheets or scanning, after which the data is sent for further processing) and 

automated (either via electronic forms or access cards, websites, etc.). 
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The processed data, or those in the process thereof are stored in specific system, that is, in a structured set of personal 

data, available and classified according to special criteria (categories of personal data, whether general or specific) and 

regardless of whether they are centralized, decentralized or dispersed on the basis of functionality or geography. Certain 

discrepancies regarding the processing of personal data exist when the processing is done for scientific, public or 

statistical purposes. 

 

2.3.  Respondent and recipient of personal data 

The term respondent defines a natural person whose personal data the Company collects, respectively the person that 

submitted the data to the Company or whose personal data were submitted to the Company for legal reasons (clients, 

current or potential employees of the Company, external associates, etc.). 

The term recipient of personal data defines a natural or legal person, public authority, agency or other body to whom 

personal data is disclosed for specific reasons. 

 

2.4.  Data controller and data processor 

The data controller is the Company, which independently or together with another data controller (for example when 

personal data is collected together with another partner Company) determines the purposes and means of personal 

data processing. The data processor is a natural or legal person, public authority, agency or other body that processes 

personal data on behalf of the Company (e.g., external accounting). 

 

2.5.  Automated decision making and profiling 

Automated decision-making defines a situation when the Company's computer program processes a respondent’s 

personal data based on its technical settings and software without human intervention, i.e., exclusively on the basis of 

a predetermined algorithm (for example, a program that automatically accepts or does not accept certain requests 

based on certain assumptions). 

 

Profiling means any form of automated processing of personal data consisting of the use of personal data to assess 

certain aspects related to an individual, in particular for analysis or prediction regarding performance, economic status, 

health, personal preferences, interests, reliability, behaviour, location or the movement of that individual (for example, 

a program that analyses the consumer habits of respondents and sends certain offers based on that). 

 

To be clear, the Company does not employ automated individual decision-making. All decisions that have legal effects, 

significantly affecting the respondent or are made in a similar way, are made with significant human intervention. 

 

2.6.  Pseudonymization 

This term defines processing in which personal data can no longer be attributed to a particular individual without the 

use of additional information, provided that such additional information is kept separate and is subjected to technical 

and organizational measures to ensure that this personal data cannot be attributed to any specific person whose identity 

is established or could be established 

3.  Application of the Policy 

 

The policy is applied in every process of collection and processing of personal data of natural persons, regardless of 

the stage, i.e., whether only initial preparations are being made or the procedure is already underway. 

 

Personal data that are exempt from the application of this Policy are 

a) data on legal entities (example - companies, associations, public bodies) 

b) data on deceased persons, and 

c) data on the basis of which it is not possible to identify a natural person, neither independently nor by linking 

them to other data (for example - pseudonymization). 

 

This Policy is the Company’s basic act, applicable to all activities of personal data processing performed by the 

Company, which in particular include: 
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a) processing of employees’ personal data when concluding, executing and processing employment contracts 

and contacting potential employees in selection procedures, before making a decision on employment, 

b) processing of personal data of natural persons engaged by the Company on the basis of work contracts, 

copyright agreements and similar contracts, 

c) processing of personal data of employees of the Company's suppliers, 

d) processing of personal data of pupils and students who perform professional practice in the Company or are 

performing occasional pupil or student work, as well as in the Company’s selection, contracting and 

implementation of scholarship procedures for pupils and/or students, 

e) processing personal data of employees' family members for the part that is necessary for the performance of 

legal obligations or to exercise the rights under a valid collective labour agreement (for example, exercising 

the right to tax reduction, paid leave, maternity benefits, the right to a gift for the child and similar),  

f) processing of personal data related to the conclusion, performance and processing of hotel service contracts 

with corporate and private customers and the performance of appropriate advertising and market research 

activities to inform service users and interested third parties about the services offered by the Company, 

g) processing of personal data related to the conclusion, performance and processing of other types of contracts 

the subject of which is the provision of some of the services included in the registered activities of the Company 

(such as contracts for food and beverage services, regardless of the nature of the contract), 

h) processing of data about the Company’s shareholders, 

i) any other personal data processing activities that the Company carries out or may carry out in the future, 

whether incidentally or continuously. 

 

This policy is binding for all organizational units of the Company. 

This policy is also binding on all those companies that the Company may require them to accept (e.g., processors). 

 

The provisions of the policy are intended to ensure a high and unique level of protection of personal data in the 

Company. This policy does not affect existing or future obligations established by laws and other regulations that the 

Company must comply with regarding the processing and use of personal data, which are broader than the principles 

set out in this policy. 

 

The provisions of this policy are without prejudice to the applicability of any national law enacted in connection with 

national security, defence or public security or for the prevention and investigation of criminal offenses and the 

prosecution of perpetrators of criminal offenses.  

4.  Addressees 

 

All managers, employees and personnel of the Company (hereinafter: employees) are the addressees of the application 

of this policy, that is, the persons responsible for the correct manner of collection, processing and storage of personal 

data. This responsibility is one of the job responsibilities of each individual employee. 

 

In all the above and/or similar acts and/or situations, the named addressees act in good faith and with due care, taking 

into account the interests of all respondents whose personal data is collected, processed and stored, which is a 

necessary condition for proper application of this policy. 

 

The rules applicable to certain areas of the processing of personal data in the Company will be regulated in more detail 

by individual rules which must be in accordance with all relevant regulations on the protection of personal data and this 

policy. 

 

In order to regulate certain areas of the processing of personal data in more detail, the Company may adopt acts (e.g., 

information system security policy, regulation on the processing of personal data of employees and other persons hired 

by the Company, regulation on video surveillance, regulation on data protection and processing archives and records 

and such). The Company may, at any time, issue ordinances it deems necessary to achieve a higher level of personal 

data protection in a particular business area, such ordinances as supplementing and not contradicting the provisions of 

this Policy. 
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5.  Principles 

 

The basis of actions with regard to the Policy is based on the following principles that must be adhered to when handling 

personal data. 

 

5.1.  The principle of lawful, fair and transparent conduct states that any conduct must comply with the law or 

other applicable regulations and be conducted in a fair and transparent manner. 

 

In order to make it clear to respondents that their data is collected and processed and for what purposes this is done, 

the Company will inform respondents appropriately about the purpose of processing which includes information on 

which data is collected, processed and used, for what purposes and how long they are kept and to which recipients the 

data is provided. Information to respondents is provided through various channels, depending on the circumstances of 

the case, and may include information through the Company's website, written information on Company premises, 

written information on forms used by the Company, written information provided alongside the contract that the 

Company enters into with the Respondent, providing information by e-mail, verbal information given by Company 

employees, and in other ways when needed. 

 

In particular, the Company informs respondents about their rights and how they can exercise them. The contact details 

of the data protection officer are public information.  

 

5.2.  The principle of data collection solely on the basis of legally permitted reasons states that personal data 

is collected only for special, explicit and lawful purposes and may not be processed in a manner inconsistent with the 

stated purposes. 

5.3.  The principle of data limitation and proportionality states that the collection of personal data should be 

limited to the most necessary and that only those data are collected that are relevant and proportionate to the purpose 

for which they are processed. 

 

5.4.  The principle of accuracy and timeliness determines the need to ensure the accuracy of the data collected 

and entered into databases and that all reasonable steps must be taken to ensure that inaccurate personal data are 

deleted or corrected without undue delay, taking into account the purposes for which they were collected.  

 

5.5.  The principle of restriction of storage states that the need to retain data with which natural persons can be 

identified is limited by the purpose for which personal data are processed. Personal data should be kept in a format that 

allows for the identification of respondents, for as long as is necessary for the purposes for which the personal data is 

processed. Where possible, the Company can apply procedures to to remove respondents' identifiers (anonymization) 

or to replace the identifiers with other identifiers (pseudonymization). 

 

The retention periods for different categories of personal data are listed separately in the records about processing 

activities (if kept) for different types of personal data. Retention periods are determined taking into account legal 

requirements and the need to protect the interests of the Company. 

The Company can regulate the retention periods of documentation in certain business units of the Company using the 

Regulation on the Protection and Processing of Archival and Register Material. 

 

5.6.  The principle of the security of personal data states that any processing of personal data must be carried 

out in a manner that ensures the highest possible level of security of such data, including protection against unauthorized 

and/or illegal processing and against accidental loss, destruction or damage by appropriate technical or organizational 

measures. 
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6.  Purposes of personal data processing 

 

It is necessary that any collection or processing of personal data has a purpose or rather a reason why certain personal 

data is collected or processed. The reasons given are established, defined and exhaustively stated and must be stated 

clearly and unambiguously in every instance of personal data processing: 

 

6.1.  Respondent’s consent  

The collection and processing of data is based on the respondent’s consent, which is given for one or more special 

purposes. 

 

6.2.  Execution of the contract  

The collection and processing of data is necessary for the execution of a contract to which the respondent is a party or 

in order to take action at the request of the respondent, before the contract is entered into (for example - to enter into a 

contract, contracting parties must be defined and they can only be identified through the use of personal data). 

 

6.3.  The Company’s legal obligation  

The collection and processing of certain data by the Company arises from a legal obligation that the Company has to 

take these actions and to cooperate with public authorities (for example - collecting data on employees for the Pension 

and Health Insurance Institute, the Tax administration, Customs authorities, independent administrative bodies, 

Croatian Tourist Board)  

6.4.  The Company’s or other third party’s legitimate interests  

The collection and processing of data is necessary for the legitimate interests of the Company or a third party, except 

where these interests are overridden by the interests or fundamental rights and freedoms of respondents who need 

protection of personal data, especially if the respondent is a child (for example - legitimate interest of the hotel to 

establish a video surveillance system to ensure the security of the monitored area). 

 

In the event that the Company processes personal data on the basis of its legitimate interest which is evident, it needs 

to state the nature of its legitimate interest and the circumstances on the basis of which the Company concluded that 

its legitimate interest prevails over the respondent’s interests, rights and freedoms. In cases where the legitimate interest 

is not apparent, but requires a more detailed proportionality test and deeper analysis, the Company will document in 

more detail in writing, the reasons why it has determined that the Company's legitimate interest prevails. 

 

6.4.1.  Processing for direct marketing purposes 

It can be considered that there is a legitimate interest of the Company in the processing of personal data for the purposes 

of direct marketing. This should be personal data that the Company has previously legally collected, and the use of data 

for direct marketing purposes must be within what the respondent can reasonably expect based on his relationship with 

the Company as the controller. Otherwise, the processing of personal data for the purposes of direct marketing cannot 

be based on a legitimate interest, but only on the explicit consent of the respondents. 

 

If personal data is processed for the purposes of direct marketing based on the legitimate interest of the Company, the 

respondent has the right to object at any time to the processing of personal data for direct marketing purposes, which 

includes profiling to the extent related to such direct marketing. At the latest at the time of the first communication with 

the respondent, the respondent shall be warned of this right in a clear manner and separately from any other information. 

If the respondent objects to the processing for direct marketing purposes, his personal data may no longer be processed 

for such purposes. 

 

To avoid doubt, the Company acknowledges that sending various means of communication (e.g., newsletters and news 

about the Company's benefits and services) is possible only with the respondent’s consent which he/she expresses by 

filling in the appropriate fields on the Company's website after having been informed about the processing of personal 

data, and by verification via a link sent to an e-mail he/she provided for receiving the notification. 

 

The Company will not in any other way except for from the respondent himself, collect e-mail addresses or other data 

in order to send newsletters to the respondents. In all such communications addressed to the respondent, the possibility 
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of opting out from further receipt of communications (unsubscribe) is clearly highlighted. Deregistration is regarded as 

a withdrawal of consent. In case of deregistration, the Company deletes the respondent’s personal data collected for 

the purpose of direct marketing. 

 

6.5.  A task of public interest 

The collection and processing of data is necessary for the performance of a task of public interest or in the exercise of 

official authority. 

 

6.6.  Protection of respondent’s or other natural persons key interests  

Data collection and processing is necessary in order to protect the key interests of respondents or other natural persons. 

 

 

 

 

7.  Respondent’s consent 

The respondent’s consent is a valid basis for collecting personal data only if it is communicated to the Company by a 

clear confirmatory action expressing the voluntary, explicit, informed and unambiguous consent of the respondent, in 

written or electronic form and through a verbal statement. 

 

It is important to keep in mind the fact that the Company bears the burden of proving that the respondent actually gave 

his/her consent for the collection or processing of personal data. In view of the above, it is generally not advisable to 

obtain consent exclusively in oral form. 

 

Regardless of the form of consent, communication with the respondent in relation to the above must be in an easily 

understandable form, with the use of clear and simple language and without any unfair conditions.  

 

7.1.  Respondent's consent in writing 

The respondent can give his/her consent in writing, in which form it is desirable for the respondent to sign at the end 

and indicate the date of the given consent. 

Also, in case the Company requests written consent in which, in addition to the abovementioned request, other 

information is requested, as well as other statements and answers, it is necessary to present the request in such a way 

that it can be clearly distinguished from one another, so it is not presented in a way that could confuse the respondent. 

 

 

7.2.  Respondent's consent in electronic form 

The respondent can give his consent in electronic form. The Company's request for consent must be clear, concise and 

must not unnecessarily interfere with the service for which it is used (for example - aggressive cookies that prevent 

access to the content, etc.). 

 

Given the fact that consent must be unambiguous and arbitrary, it should be borne in mind that it is not allowed to 

"induce" consent, especially by ticking the box giving consent in advance, or in some other way that significantly affects 

the use of certain websites, that is, by choosing technical settings, instead said choice has to be "neutral". Also, when 

compiling the above, it should be taken into account that the silence or inactivity of the respondents should not in any 

case be interpreted as giving consent. 

 

7.3.  Voluntary consent 

In the forms or requests, the respondent should indeed be offered a free choice, so it is possible to reject the request 

or withdraw given consent without any consequences. 

 

In the event that the form or request for disclosure of personal data is closely related to the provision of services or the 

execution of the offered contract, the Company requires only the data necessary for the provision of said service or the 

execution of the offered contract. 
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7.4.  Procedure in case of withdrawal of consent 

The respondent has the right to withdraw given consent and the Company allows each respondent to withdraw his/her 

consent at any time of which possibility respondent must be informed in advance and which must be made possible for 

him/her by simply contacting the Company in writing or online. After the withdrawal of consent, any further processing 

of respondent's personal data is prohibited. The potential withdrawal of consent does not affect the lawfulness of the 

processed data in question, before the consent was withdrawn. 

 

8.  Fulfilment of the previous obligation to inform the respondents  

 

The Company receives personal data from respondents themselves and from other sources. In both cases, the 

Company notifies the respondent of all relevant information regarding the collection and processing of personal data 

relating to him.  

 

However, the obligation to provide information does not need to be fulfilled  

a) if the respondent already possesses this information,  

b) if the recording or disclosure of personal data is expressly prescribed by law or  

c) if providing information to the respondent is impossible or would require a disproportionate effort and if  

d) if personal data have to remain confidential in accordance with the obligation of professional secrecy, which obligation 

may be prescribed by applicable regulations or the statute  

 

8.1.  Information the Company provides to the respondent in case of data collection directly from the 

respondent 

During the first collection of personal data from the respondents the Company provides the respondent with the following 

data related to the processing: 

a) identity and contact details of the Company, i.e., the Company's representative (determine the employee who 

will be the contact person) 

b) contact details of the Data Protection Officer, if appointed 

c) the purpose of personal data processing as well as the legal basis for processing, and if the purpose is based 

on the legitimate interests of the Company, define them 

d) the recipients of the subject data, if any, or to whom all such personal data will be sent if they are planned to 

be transferred outside the Company; 

e) if applicable, the fact that the Company intends to transfer the respondent’s personal data to a third country or 

international organization and the existence or absence of a decision from the Commission on the suitability 

of that country or reference to suitable or appropriate safeguards and ways to obtain a copy or the location 

where they are made available. 

f) the period in which personal data will be stored or, if this is not possible, the criteria for determining that period 

(or as long as the legal basis for processing or internal restriction lasts, e.g., 1 year) 

g) Inform the respondent of his/her rights, i.e., that the respondent has (I) the right to access processed personal 

data, (II) the right to correct or delete personal data, (III) the right to limit processing, (IV) the right to object to 

processing , (V) the right to transfer data to another data processor, (VI) the right to withdraw consent, (VII) 

the right to object to the supervisory body, and how he/she can exercise those rights (e.g., in writing, e-mail, 

filling in a form, etc.) 

h) information on whether the provision of personal data is a legal or contractual obligation or condition necessary 

for the execution of the contract and whether the respondent has an obligation to provide personal data and 

what the possible consequences are, if such data are not provided; 

i) information on whether there is an automated decision-making system, which includes the creation of profiles 

of respondents 

 

Furthermore, in a situation where the collected data are subsequently processed for a purpose other than that for which 

the personal data were originally collected, the Company is obliged to indicate the new purpose of processing and 

relevant information listen above to the respondent. 
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8.2.  Information the Company provides to the respondent, in case of data collection from sources other 

than the respondent 

In this case, the Company provides the same information as under 8.1. except for those under h), and in addition to the 

above, indicate the source of personal data obtained (or if the source is publicly available). 

The Company provides the above information within reasonable time, and no later than one month from the date of 

receipt of the respondent's personal data. However, there are two cases that deviate from the above rule and in which 

the procedure is different, and that is: 

 

a) if the collected personal data are to be used for communication with the respondent, then the Company shall 

provide the information to the respondent at the latest at the time of the first communication, and 

b) if the disclosure of data to another recipient is envisaged, then the Company shall provide the information at 

the latest when the personal data are first disclosed. 

 

Furthermore, in this case as well, the Company re-states all relevant information if the personal data in question are 

subsequently processed on the basis of another purpose, than the original one. 

 

 

 

9.  Duration of storage of personal data 

 

In relation to the storage time of certain personal data, there are personal data whose storage time is prescribed by law 

(e.g., special regulations on employment records for students stipulate that data may not be deleted 6 years after 

termination of employment or accounting documents stipulate, they are not to be deleted for 11 years from the date of 

creation) and personal data whose storage time is not prescribed by law. 

 

In any case, the Company stores the data for the minimum period legally permitted and/or required in relation to the 

Company's business activities and deletes them immediately thereafter. If deemed necessary, the Company may decide 

by internal act, which data will be deleted manually or automatically after a certain period of time (e.g., 1 year, 2 years, 

etc.) or with regard to a specific event (e.g., the end of the fiscal year). 

 

 

10.  Processing of special categories of personal data 

 

In principle, the following types of personal data are not processed: data relating to racial or ethnic origin, political 

opinions, religious or philosophical beliefs, trade union membership, genetic data, biometric data for the purpose of 

uniquely identifying an individual and data relating to health, sexual life and sexual orientation of the individual. 

 

However, the Company processes the above categories of personal data in the following situations: 

a) the respondent has given his or her explicit consent to the processing of such personal data for one or more 

specific purposes, unless the applicable regulations state that such consent does not produce any effect 

b) processing is necessary for the purposes of fulfilling obligations and exercising special rights of the Company 

or the respondents in the area of labour law, social security law and social protection to the extent permitted 

by applicable regulations or a collective agreement 

c) processing is necessary to protect the vital interests of the respondent or another individual if the respondent 

is physically or legally unable to give consent; 

d) processing refers to personal data that are obviously published by the respondent 

e) processing is necessary for the establishment, realization or defence of legal claims or whenever the courts 

act in a judicial capacity; 

f) processing is necessary for the purposes of significant public interest on the basis of applicable regulations 

which is proportionate to the desired goal and which respects the essence of the right to data protection and 

provides appropriate and special measures to protect fundamental rights and interests of respondents; 
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g) processing is necessary for the purpose of preventive medicine or occupational medicine for the purpose of 

assessing the working capacity of employees, medical diagnosis, provision of health or social care or treatment 

or management of health or social systems and services on the basis of applicable regulations. 

 

All employees must be extra careful when collecting, processing or storing special categories of personal data. 

There is a possibility of further changes in the applicable regulations regarding the handling of special categories of 

personal data and it is necessary to consult the Data Protection Officer in this regard. 

 

10.1.  Particularities of video surveillance data processing 

The Company conducts the processing of personal data through video surveillance only for the purpose necessary and 

justified for the protection of persons and property, taking into account that the interests of respondents who are in 

conflict with the processing of data through video surveillance, do not prevail. 

 

The Company indicates, in a visible place, that the facility or individual room is under video surveillance along with the 

Company’s contact information, through which the respondent can exercise his/her rights. 

 

The processing of employee’s personal data through a video surveillance system is carried out only if the conditions set 

out by this law and in regulations governing occupational safety are met, if employees were individually notified of such 

a measure in advance and if the Company informed employees about setting up a video surveillance system before 

making a decision. This video surveillance must not include rooms for resting, personal hygiene and undressing. 

 

Only authorized persons have the right to access personal data collected through video surveillance and recordings 

obtained through video surveillance may be kept for a maximum of 6 months, unless another law prescribes a longer 

retention period or if it is used as evidence in court, in administrative, arbitration or other similar proceedings. 

  

10.2.  Particularities in the processing of biometric data and photographs 

The Company conducts the processing of biometric data only if required by law or if necessary for the protection of 

persons, property, classified data, trade secrets or for individual and secure identification of service users, taking into 

account that the interests of respondents contrary to biometric processing do not prevail. data from this article. 

 

The legal basis for the processing of biometric data of respondents for the purpose of secure identification is the explicit 

consent of such respondents. 

 

The Company processes the employee's biometric data for the purpose of keeping records of working hours and for 

documenting entering and leaving official premises, if prescribed by law or if such processing is performed as an 

alternative to another solution for keeping records of working hours or entering and leaving official premises, provided 

that the employee express consent to such processing of biometric data. 

 

The processing of photographs should not be considered processing of special categories of personal data because 

they are only covered by the definition of biometric data in the processing of special technical means that allow unique 

identification or authentication of the individual in special cases. 

10.3.  Particularities in the processing of a child’s personal data  

Applicable regulations give special protection to the personal data of children under the age of 16, due to the fact that 

this category of respondents may, as a rule, be less aware of the potential risks and consequences. 

 

This applies in particular to the use of children's personal data for the purpose of marketing or creating personal or user 

profiles and the collection of personal data about children when using services that are directly offered to the child. 

 

The processing of the data in question is, as a rule, legal only if the consent was given by the person that has parental 

responsibility over the child (parent, caretaker, guardian, etc.). The Company makes reasonable efforts to check, taking 

into account the available technology, to verify or determine whether said parental consent exists (via web forms, for 

example). However, consent to parental responsibility is not required in the context of preventive or counselling services 

offered directly to the child. 
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11.  Procedure when respondents wish to exercise their rights 

 

The respondent has certain rights regarding the personal data collected and processed by the Company, which must 

be respected in case their realisation is required.  

 

The Company determines the identity of the person who claims to be the respondent and requires insight into personal 

data or to exercise other rights. It establishes this by requiring identification through official documents such as an 

identity card, passport or driver's license or the client's reference number in a different way of web identification. The 

Company also, if it deems it necessary, keeps records of all inquiries and activities carried out in accordance with those 

inquiries. This procedure is at the Company’s expense but in the case of numerous inquiries from the same respondent, 

there could be a charge for administrative costs. 

 

 

 

11.1.  The respondent’s right to access personal data 

In the case of such a written or electronical request, the Company issues a certificate on whether the respondent’s 

personal data is being processed and states exactly what data is processed or provides access to such data (and 

submits a copy of the personal data, unless the copy contains personal data of others respondents). 

 

In addition, the Company also provides information on: 

a) the purpose of processing; 

b) the categories of personal data in question 

c) recipients or categories of recipients to whom personal data have been or will be disclosed, in particular 

recipients in third countries or international organizations; 

d) if possible, the intended period in which personal data will be stored or, if this is not possible, the criteria used 

to determine that period; 

e) the existence of the right to request from the Company the correction or deletion of personal data or the 

restriction of the processing of personal data relating to the respondent or the right to object to such processing, 

or the right to object to the supervisory body, 

f) any available information on the source of personal data, if they are not collected from respondents; 

g) information on whether there is an automated decision-making system, which includes the creation of profiles 

of respondents 

 

 

11.2.  Manner of exercising rights 

The respondent may exercise his rights by sending a written request to the Data Protection Officer by e-mail or post. 

Contact details of the Data Protection Officer are publicly available on the Company's website. 

 

For certain categories of respondents (e.g., employees) a special protocol may provide other, additional contact persons 

to whom the respondents may turn in order to help facilitate the exercising of their rights. 

 

Should any employee of the Company receive a respondent’s request in any possible form, he will forward it to the Data 

Protection Officer without delay, or will inform his superior, who will then forward it to the officer. The Company is obliged 

to inform employees on this course of action. Exceptionally, the officers need not be informed in cases when an 

authorized employee of the Company, upon the request of an employees or other respondents, updates their personal 

data in the records that are kept by the Company. 

 

Upon receipt of the respondent's written request, the officer will take it into consideration. Depending on the complexity 

of the request, the officer may decide to draft an answer to the request himself, or have an employee of the Company 

whose tasks is related to the respondent’s request, draft an answer. In the latter case, the officer will review the answer 

before it is sent to the respondent. 
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11.3.  The respondents' right to have personal data corrected and deleted 

In the case of such a request, the Company corrects respondent’s inaccurate personal data without undue delay, and 

supplements incomplete personal data by receiving an additional statement from respondents. 

In addition to the above, the Company informs all recipients of the personal data in question, about the made corrections 

or additions and informs the respondent about these recipients, if the respondent so requests. 

 

11.4.  Exercising the right to delete personal data 

The Company deletes personal data either at the respondent’s explicit request or if at least one of the following 

conditions is fulfilled: 

a) personal data are no longer necessary for the purposes for which they were collected or otherwise processed; 

b) the respondent withdraws the consent on which the processing is based and there is no other legal basis for 

processing; 

c) the respondent objects to the processing of personal data and there are no stronger legitimate reasons for 

processing, or the respondent objects to the processing of data for the purposes of direct marketing 

d) personal data have been processed contrary to legal provisions; 

e) personal data must be deleted in order to comply with a legal obligation under applicable regulations 

f) personal data are collected in connection to a service offer from the information society (social networks, for 

example). 

 

The Company deletes personal data in a manner that allows for the permanent deletion of such data from its main 

systems, and there has to be a certain record of deletion (in case it would be necessary to prove that the deletion has 

indeed been carried out) and specify the methods in which certain data should be destroyed (e.g., written data), USB, 

CD, etc.).  

 

In the event that the Company has publicly disclosed personal data, it is obliged, taking into account the available 

technology and cost of implementation, to take reasonable technical measures to delete all ties to them, namely copies 

or reconstructions of such personal data, as well as inform other connected data processors who process that data that 

the respondent requested to be deleted. 

The Company is obliged to inform all recipients of the personal data in question about their deletion and inform the 

respondent about these recipients, should the respondent so requests. 

 

The Company determines the period in which they review the need for processing and storage of personal data and 

delete those that no longer need to be processed or stored. 

 

11.4.1.  Restrictions for the execution of requests for deletion of personal data 

The Company does not carry out a deletion despite the respondent’s request or for the reasons stated in 11.3, to the 

extent in which the processing of such personal data is necessary: 

a) to comply with a legal obligation that requires processing, to which obligation the Company is bound, or to 

perform a task of public interest 

b) to exercise the right to freedom of expression and information; 

c) due to the public interest in the area of public health 

d) for the purposes of public interest, historical or scientific research or for statistical purposes or for the purpose 

of realising or in the defence of legal claims. 

 

11.5.  Exercise the right to limit processing 

Upon the respondent’s request, the Company will restrict the processing of personal data in such a way that certain 

personal data may be processed only with the respondent’s consent (except for the purpose of realising or in the defence 

of legal claims or to protect the rights of another natural or legal person or an important public interest): 

a) the respondent disputes the accuracy of personal data, for the period during which the Company is allowed to 

verify the accuracy of personal data; 

b) the processing is illegal and the respondent opposes the deletion of personal data and instead requests a 

restriction to their use; 
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c) The Company no longer needs personal data for processing purposes, but the respondent requests them in 

order to establish, realize or in defence legal claims; 

d) the respondent has filed a complaint with the Company and is awaiting confirmation as to whether the 
legitimate reasons of the processing manager go beyond the respondent's reasons for deletion 

e) The Company notifies the respondent in the event that a processing restriction has been obtained and such a 

restriction is lifted, and such notification must follow immediately before the abolition. 

 

The Company informs all recipients of the personal data in question about the set processing restrictions and informs 

the respondent about these recipients if the respondent so requests. 

 

In practice, the mentioned methods restricting the processing of personal data include temporarily moving selected 

personal data to another processing system, making the selected data inaccessible to users or temporarily removing 

published data from the website. In automated storage systems, the restriction of processing should be ensured by 

technical means in such a way that personal data are no longer subject to further processing and cannot be changed, 

and the system should clearly state that the processing of the personal data in question, is limited. 

 

11.6.  Exercising the right to data transfer 

At his/her request, the Company transmits the requested personal data to the respondent in a structured, commonly 

used and machine-readable format, so that the respondent can transfer the data to another potential data processor 

(the respondent also decides, whether he/she request deletion of data alongside its transfer). 

If technically feasible and requested by the respondent, the data will be transferred directly to another data processor 

selected by the respondent, provided that the processing is carried out automatically and based on the respondent's 

consent, that is if the processing is necessary for the execution of a contract. 

 

It should be taken into account that the transfer of data will not take place if the personal data of other respondents are 

compromised. 

 

 

12.  Complaint procedure 

 

12.1. Complaint in regard to the processing of personal data the purpose of which is the legitimate interest of 

the Company. 

 

The respondent may at any time object to the processing of personal data the purpose of which is to preserve the 

legitimate interests of the Company. In that case, the Company stops any processing of personal data and conducts a 

test of the proportionality of the respondents' interests and the Company's interests in the processing of personal data. 

 

If the legitimate interests of the Company prevail over the interests of the respondents in a particular case or the 

processing is necessary in order to establish, realize or in defence of legal claims, the processing of personal data 

continues. If the interests of the respondents outweigh the legitimate interests of the Company, the personal data in 

question can no longer be processed. When conducting the above proportionality test, it is certainly necessary to consult 

the competent data protection officer. 

 

12.2.  Complaint in regard to the processing of personal data for marketing purposes 

The respondent can object to the processing of personal data for marketing purposes at any time, which includes the 

creation of a profile to the extent associated with such direct marketing. In that case, the Company terminates any 

processing of the personal data in question. 

 

 

13.  Particularities of automated individual decision making, including profile creation 

 

The respondent has the right not to be subject to a decision based solely on automated processing, including profile 

creation, which produces legal effects that significantly affect him or her in a similar way. This is the case for example, 
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in a situation where the Company's computer program based on its technical settings and software selects certain 

respondents in relation to their data without human interference. 

 

However, the abovementioned does not apply if the automatic decision in question is necessary for the conclusion or 

execution of a contract between the respondent and the data processor permitted by applicable regulations or based 

on the explicit consent of the respondent (in which cases the respondent has the right to express his/her position and 

challenge the decision in question). 

 

This method of decision-making is not allowed in relation to special categories of personal data, unless the respondent 

has given his/her explicit consent and there are appropriate measures that protect the rights and freedoms and 

legitimate interests of the respondents. 

 

When assessing whether or not a profile is created in a particular case, it is taken into account whether the ultimate 

goal is to collect data on the basis of which a certain image of the respondent and of his preferences is being created 

(especially in the case of monitoring web activity) and if the respondent is sent certain offers, suggestions and the like 

based on that image (for example, a profile is created based on which services the respondent usually uses and is then 

sent offers, closely related to these services). If the answer to the previous question is yes, the Company informs the 

respondent about this.  

 

13.1.  Preparation and keeping records of personal data processing activities 

If required by positive regulations, the Company prepares and keeps records of data processing activities, in which 

records it keeps track of or indicates all personal data processing activities. The document in question is made up either 

in written or electronic form and contains the following information: 

 

a) the name and contact details of the Company and if applicable, the joint controller, the controller's 

representative and the data protection officer; 

b) the processing purposes; 

c) the description of categories of respondents and categories of personal data; 

d) the categories of recipients to whom personal data have been or will be disclosed, including recipients in third 

countries or international organizations; 

e) where applicable, the transfer of personal data to a third country or international organization, including the 

identification of that third country or international organization, and; 

f) the envisaged deadlines for deleting different categories of data, if possible; 

g) general description of technical and organizational security measures 

 

At the request of the supervisory body, the Company submits the records in question, for inspection. 

 

These records are not kept if the Company employs less than 250 employees, unless the processing it carries out is 

likely to pose a high risk to the rights and freedoms of respondents, if the processing is not occasional or processing 

includes special categories of data or personal data related to criminal convictions and criminal offenses. 

 

 

14.  Maintaining the security of personal data 

 

The Company, at all times, pays special attention to the protection of the collected and processed personal data and in 

this regard conducts pseudonymization and encryption of personal data, ensures lasting confidentiality, integrity, 

availability and resilience of processing systems and services, establishes a system of re-access and access to personal 

data in the event of a physical or technical incident (back-up servers of the data in question) and establishes a process 

for regular testing, evaluation and evaluation of the effectiveness of technical and organizational measures to ensure 

security of processing, together with potential risks such as the accidental destruction or loss of personal data, their 

unauthorized disclosure or unauthorized access to transmitted, stored or otherwise processed personal data. 
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The Company, if it deems it necessary, protects personal data by encryption, where possible the so-called asymmetric 

encryption methods whose algorithms could only be decrypted using a key known to authorized persons (for example, 

the use of AES (Advanced Encryption Standard) or TDEA (Triple Data Encryption Algorithm) is recommended. This 

applies in particular to the systematic storage of data, the transfer of data outside the Company, the storage of data-on-

data transmitters such as a USB, etc. or the processing of special categories of personal data. 

 

14.2.  Secure access to personal data 

Personal data in physical or electronic form stored on the Company’s data transmitters via CDs, USBs or hard drives is 

kept in a safe place such as archives or safes, which are only accessible to authorized persons. In the case of data in 

electronic form, these are stored in computer programs that are accessible only through a secure log-in, password and 

system that requires strict identification of the authorized person (especially in the case of special categories of personal 

data). 

 

It is advisable to keep records of all transfers or shipments of personal data, in order to detect potential unauthorized 

use or transmission of personal data through a system that would automatically indicate the authorized person who 

made the shipment, the place where the data was located, the date and time of shipment and the content of the data in 

question. 

 

Personal data that is sent electronically, should only be via secure HTTPS links and it is advisable to determine 

access to data via the web via the OUATH protocol for authorization 

 

14.3.  Data Backup System 

If deemed necessary, the Company will preserve the security of personal data from potential destruction in the event of 

a computer system crash or a similar cause, by assembling and deploying a specific back-up system that would prevent 

this from happening (e.g., backup server or hard drive). 

 

 

15.  Audit of personal data processing and security 

 

The Company will, if it deems it necessary, conduct an internal audit of personal data protection, in order to locate 

potential security breaches and risks, and to delete personal data that no longer need to be stored. 

 

This internal audit is performed by authorized persons in the Company, in cooperation with the Data Protection Officer. 

 

If necessary, the Company will also conduct an independent audit by a third party, which should not include persons 

involved in the implementation of security measures and processing of personal data and whose methodology will also 

identify possible shortcomings in every aspect of the collection, processing and storage of personal data together with 

advice, on how to improve the security thereof.  

 

 

16.  Proceedings in case of personal data breach 

 

16.1.  Breaches in general 

Despite the appropriate personal data protection measures the Company takes, in order to prevent personal data 

breaches, the possibility of personal data breaches cannot be ruled out. In addition to protection measures that should 

ensure that the breach does not occur, the Company also takes technical measures aimed at discovering whether a 

breach has occurred. 

 

Breach of personal data can have a number of detrimental consequences for respondents and it is therefore extremely 

important that the Company responds to breaches as soon as possible. 
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Breach of personal data means a breach of security that leads to accidental or unlawful destruction, loss, alteration, 

unauthorized disclosure or access to personal data transmitted, stored or otherwise processed. 

 

We speak of destruction of personal data when personal data no longer exist or don’t exist in the form in which the 

Company needs them, for the purposes for which it processes them. 

We speak of loss when personal data exist but the Company has lost control over or access to them, or the data is no 

longer in the Company's possession. Loss can be temporary or permanent. 

 

We speak of alteration when, due to changes made to them, personal data are no longer complete, accurate or up-to-

date. 

 

We speak of unauthorized disclosure or access to personal data when they are disclosed to unauthorized persons. 

 

16.2.  Submitting reports to the Personal Data Protection Agency 

If the Company discovers a breach of personal data protection and this breach is likely to pose a risk to the rights and 

freedoms of respondents, the Company should immediately and without delay submit a report to the Personal Data 

Protection Agency, at the latest within 72 hours (if the report is filed later, the delay must be explained). 

 

This report should contain 

a) a description of the nature of the personal data breach, including, if possible, the categories and approximate 

number of data subjects concerned and the approximate number of personal data records concerned; 

b) the name and contact details of the Data Protection Officer or other contact point from which further information 

can be obtained; 

c) a description of the likely consequences of the personal data breach; 

d) a description of the measures taken or proposed by the Company to address the potential breach of personal 

data, including, where appropriate, measures to mitigate its potential adverse consequences. 

 

If, for some reason, the Company is unable to provide this information in a single report, it may provide it gradually, but 

without undue delay. 

 

The Company will document any personal data breach, including the facts related to the personal data breach, the 

consequences and the measures taken to remedy the damage. 

 

After notifying the Agency, the Company follows all further orders determined by the Agency, and in the mentioned 

procedure it is also necessary to consult with the competent data protection officer. 

 

16.3.  Submitting a report to the respondent whose data are being processed 

The Company will immediately and without delay inform the respondent of the breach if it is likely that it poses a serious 

risk to the rights and freedoms of the respondent that this personal data relates to. Upon such notification, the Company 

will submit a description of the breach alongside the information mentioned in b), c) and d) in the previous article, using 

clear and simple language. 

 

However, the notification is not delivered to the respondent if at least one of the following conditions is fulfilled: 

a) appropriate technical and organizational safeguards are in place, in particular those which render personal 

data incomprehensible to any person not authorized to access it, such as encryption; 

b) follow-up measures are taken to ensure that there is no longer a high risk to the rights and freedoms of 

respondents 

c) disproportionate effort is required to inform the respondent. In such a case, there must be some form of public 

notice or similar measure by which respondents are informed in an equally effective manner. 

 

16.4.  The conduct of employees in case of breach 

It is the task of all employees of the Company to inform the data protection officer, without delay, about a breach that 

has occurred or about the suspicion that a breach occurred and the circumstances from which such suspicion arose. 
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In the event that the officer is absent, the breach should be reported to the person responsible for human resources 

and/or legal affairs who takes over the officer’s duties until he takes over the proceedings or provides explicit 

instructions. 

 

16.5.  The conduct of officers in case of breach 

It is the task of the Data Protection Officer to investigate the circumstances under which the breach occurred, i.e., the 

circumstances related to the alleged breach, within a maximum of 48 hours. For this purpose, the Data Protection Officer 

is authorized and obliged to undertake the necessary checks that include interviews with relevant employees and other 

persons who may have knowledge of the breach and consult with lawyers and IT experts employed by the Company. 

 

The Data Protection Officer compiles a written report on the taken action, which is submitted to the Company’s 

Management Board, which will include, inter alia: 

a) a description and the result of the actions and checks ups undertaken by the official, 

b) the nature of the personal data breach, including, if possible, the categories and approximate number of 

respondents in that category and the approximate number of personal data records, affected by the breach, 

c) a description of the risk and probable consequences of the personal data breach, 

d) a description of the measures he/she proposes to take to address the breach of personal data, including 

measures to reduce its possible harmful consequences, 

e) the report should be concluded with a proposal to the Management Board on whether he/she considers it 

necessary to inform the supervisory body - AZOP (notification of AZOP is not required if it is unlikely that the 

breach will pose a risk to the rights and freedoms of individuals) and notify the respondent (which is required 

if the breach is likely to pose a high risk to the rights and freedoms of individuals). 

 

In order to ensure a higher level of consistency, the Company can prepare a form that can be used for reporting a 

breach. 

 

 

17.  Conducting a data protection impact assessment 

 

The Company will conduct a data protection impact assessment if it is likely that the introduction of new techniques and 

types of processing, especially through new technologies and taking into account the nature, scope, context and 

purposes of processing, will pose a high risk to individual rights and freedoms. In doing so, one assessment may relate 

to a number of similar processing operations that present equally high risks. The Company will consult with the Data 

Protection Officer when conducting the assessment. 

 

The aforementioned assessment is mandatory in the following situations: 

a) in case of systematic and comprehensive assessment of personal aspects connected to individuals that are 

based on automated processing, including the creation of profiles and on the basis of which decisions are 

made that produce legal effects that affect or have a significant impact on the individual 

b) in case of extensive processing of special categories of personal data or data relating to criminal convictions 

and criminal offenses, or 

c) in case of systematic monitoring of publicly accessible areas, to a large extent. 

 

The Personal Data Protection Agency or other supervisory bodies also make and publish a list of the types of procedures 

that require the conducting of aforementioned assessment  

 

 

17.1.  Content of the assessment 

 

The assessment must include the following information: 

a) a systematic description of the planned processing procedures and the processing purpose, including, if 

applicable, the legitimate interest of the Company; 

b) an assessment of the necessity and proportionality of processing operations in relation to their purposes; 
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c) risk assessment with regards to the rights and freedoms of the respondents i.e., assessment of the likelihood 

that the breach in question could cause physical, material or non-material damage, or lead to discrimination, 

identity theft or fraud, financial loss, damage to one’s reputation, loss of confidentiality; unauthorized reverse 

pseudonymization process, or any other significant economic or social damage; or if respondents may be 

denied their rights and freedoms or prevented from exercising control over their personal data; if special 

categories of data are processed; if assessing personal aspects, in particular analysing or predicting aspects 

related to performance at work, economic status, health, personal preferences or interests, reliability or 

behaviour, location or movement in order to create or use personal profiles; if personal data of sensitive 

individuals, especially children, are processed; or if the processing involves a large amount of personal data 

and affects a large number of respondents 

d) measures designed to address the risk issue, which include protective measures, security measures and 

mechanisms that ensure the protection of personal data and proof of compliance, holding into account the 

rights and legitimate interests of respondents and other persons involved. 

 

The Company doesn’t need to carry out an assessment if the purpose of the processing in question is a legal obligation 

of the Company and if the regulations on which the obligation is based regulate special processing procedures or groups 

of these procedures and the data protection impact assessment has already been carried out, unless otherwise required 

by applicable regulations. 

 

 

17.2.  Procedure for consulting the supervisory body 

The Company consults with the supervisory body before a potentially risky processing if a previously conducted data 

protection impact assessment, indicates that the processing could pose a high risk if certain security measures are not 

adopted. 

 

When consulting the supervisory body, it is necessary to submit: 

a) relevant data of the Company, joint data controllers and data processors involved in the processing, in 

particular for processing within a group of entrepreneurs; 

b) the purpose and means of the intended processing; 

c) protective measures and other measures to protect the rights and freedoms of respondents; 

d) contact details of the data protection officer; 

e) a data protection impact assessment 

f) any other information requested by the supervisory body 

 

If the supervisory body determines that the intended processing would violate applicable regulations,  in particular if the 

risk is not sufficiently identified or mitigated, the supervisory body will, within a maximum of eight weeks of receiving the 

request for advice (this period may be extended by a further six weeks) advise the Company in writing, whereby it can 

exercise any of its statutory powers, such as mandatory orders, gaining access to personal data or conducting a 

personal data protection audit. 

18.  Procedure in case of transfer of personal data to third countries 

 

If the personal data collected and processed are transferred outside the EU to a third country or an international 

organization (e.g., an association of foreign caterers), the Company checks whether there is a permit for that particular 

country to which the data is to be sent, the so-called Adequacy decisions, which are issued by the European 

Commission and are published in the Official Journal of the European Union. In relation to the above, further treatment 

is differentiated between three potential situations: 

 

a) if such a Decision exists, the transfer is permitted. 

b) if such a Decision does not exist, the transfer is basically not allowed but is still possible, provided that the 

Company or the data processor has provided appropriate protective measures and provided that the 

respondents have enforceable rights and effective judicial protection available to them. These measures 

usually refer to standard data protection provisions. 
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c) even in the absence of such a Decision and the absence of appropriate measures such as mentioned under 

b), the transfer is still possible, if the respondent has given his explicit consent to such a transfer after having 

been informed of potential risks or if the transfer is necessary under a contractual obligation namely, in 

connection with the establishment, realization or defence of legal claims and in case there is some other 

important public interest or important interest of the respondents. 

 

In terms of point b) from the previous paragraph, the Company will make sure to prioritize those protective measure that 

provide a higher level of protection (e.g., application of standard contractual clauses adopted by the European 

Commission or special contractual clauses approved by the competent authority), unless any of the derogations for 

special cases, referred to in Article 49, is clearly more appropriate in the circumstances of a specific case. 

 

The Company's business objective is to receive guests from different countries, in which capacity the Company can 

obtain personal data of guests from foreign travel agencies or foreign operators of online booking platforms. In relation 

to the Company, these entities act as separate processing managers and the Company is not and cannot be responsible 

for their actions. Such entities may be based in countries that do not provide an adequate level of protection. The 

Company may exchange with such partners, certain personal data of guests required for the payment of the provided 

services such as the length of stay of a particular guest and data on guest consumption. Such exchanges of personal 

data with those partners are based on Article 49 (1) (c) of the General Regulation, which is necessary for the conclusion 

or execution of a contract, concluded in the interest of the respondent between the data processor and another natural 

or legal person; such a mentioned above under c)). 

 

In case of doubt whether the transfer of personal data to a country that does not provide an adequate level of protection 

is allowed, it is necessary to seek the advice and opinion of the data protection officer 

19.  Data processor 

 

The Company can entrust part of the processing of personal data to the data processor (for example - auditors, lawyers, 

etc.). 

 

The data processor must sufficiently guarantee the implementation of appropriate technical and organizational 

measures that are in accordance with the applicable regulations on personal data protection and should act only in 

accordance with the instructions of the Company. The relationship with personal data processors is regulated by special 

agreements or within the framework of basic contracts. 

 

19.1.  Concluding contracts with data processors 

The Company may decide to entrust certain aspects of the processing of personal data to the data processor who will 

process the personal data in the name and according to the instructions of the Company. The Company may engage 

only those data processors who sufficiently guarantee the implementation of appropriate technical and organizational 

measures for the protection of personal data. 

 

The Company must enter into a written agreement with the data processor regulating the subject and duration of 

processing, the nature and purpose of processing, the type of personal data and categories of respondents and the 

rights and obligations of the Company and the data processor. Under such an agreement, the data processor provides 

certain guarantees to the Company with respect to the protection of personal data. 

 

Depending on the circumstances of the case, and according to the type and scope of processing performed by the data 

processor, the Company is allowed to, before hiring a particular data processor, perform checks that it deems 

reasonable and appropriate, such as: 

a) request information on whether the data processor has appointed a data protection officer, 

b) request information on whether the processing agent hires subcontractors, when and in which countries they 

are located, 

c) check with the data processor whether he keeps records of processing activities, check with the data processor 

if there are any internal policies and procedures in place, regarding the protection of personal data, 

d) discuss the manner in which the relevant processes of the data processor are organized, 
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e) require information on whether the data processor is certified to comply with the GDPR (certification is not 

mandatory, but it is useful to indicate if there is), 

f) request information on whether the data processor has any ISO certificates in the field of IT security, 

g) consider the extent to which the Company has the ability to supervise the data processor, 

h) visit the business premises of the data processor, 

i) in the case of a processor with whom the Company has been cooperating for a long time, their 

conscientiousness and orderliness in the performance of contractual obligations so far, may be taken into 

account. 

 

For the purpose of continuous verification of the data processor, the Company may annually, and if necessary, more 

often, ask the data processor to submit a signed statement by which the data processor confirms his compliance. A 

draft of such a statement may be attached to the contract that the Company signs with the data processor. 

 

Processors are listed by the Company in the records of processing activities (should it be mandatory to keep them), 

together with all checks undertaken by the Company before their engagement. The Human Resources and Legal Affairs 

Department maintains a list of processors and keeps the data processors’ contracts. 

As a rule, the Company will avoid cooperating with data processors with which personal data should be transferred to 

a third country (outside the EU). Cooperation with such processors is possible if appropriate safeguards are applied in 

accordance with Chapter V of the General Regulation. 

 

19.2.  Contracts involving the exchange of information with other recipients 

Through its business operations, the Company may enter into legal relations with other legal and natural persons with 

whom it does not act as a joint data controller or engage them as its processor. In such legal relationships, certain 

personal data may be exchanged. Likewise, the exchange of personal data may take place with state authorities. 

 

In all such cases, the Company will assess, depending on the circumstances, whether it is necessary to enter into a 

written contract establishing the rights and obligations of the parties, and whether and to what extent such a written 

contract, in addition to the general provision of information and personal data that both parties have received from each 

other as part of their contractual obligations, should include additional provisions on the exchange of personal data. 

 

Such additional provisions on the exchange of personal data may in particular include provisions specifying the purpose 

of the exchange of personal data, the type of personal data that is to be transferred, the legal basis for the transfer, 

restriction on further recipients of personal data, the obligation of confidentiality. personal data, consequences of injury 

and the like. 

 

The exchange of personal data with recipients will in any case be limited to what is necessary to achieve the purpose 

for which the transfer takes place. 

 

 

20.  Use of cookies 

 

The Company's website uses cookies. Cookies are small text files that websites store on a visitor's computer when they 

visit the website. Cookies are used by the website to remember the visitor and recognize him on the next visit and to 

remember his preferences. 

 

Cookies may collect information about the IP address, city and country of the website’s visitor, age and gender of the 

visitor and other information. Recital (30) of the GDPR explicitly states that network identifiers such as cookies may be 

used to profile and identify individuals. The Company therefore informs website visitors about the logic of automatic 

processing and the consequences that cookie-based profiling has for individuals. 

 

To avoid doubt, the Company does not seek to establish the identity of individuals by using cookies but uses cookies 

only for data control purposes. The Company collects and processes personal data for the purposes of booking and 

managing guests, invoices and billing, marketing campaigns and satisfaction surveys. The data is intended for the 
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Company and its service providers. The respondent has the right to examine, access, correct or object to such 

processing in writing to our Data Protection Officer. 

 

The use of electronic communications networks for data storage or access to already stored data in the user's terminal 

equipment is allowed only if the user / respondent has given his consent, after receiving clear and complete notification 

in accordance with special regulations on personal data protection, especially on the purposes of personal data 

processing. In accordance with the above provision, the Company requires the consent of visitors before installing 

cookies. 

 

When visiting the Company's website, the visitor is given information about the type of cookies used by the website and 

their purpose. The visitor can choose which cookies to allow and which to reject. 

 

More detailed information about cookies is available to the visitor on the Company's website, as well as about the way 

in which the visitor can change his cookie settings and delete previously installed cookies. 

The procedure described above regarding the use of cookies will be reviewed and, if necessary, revised by the Company 

after the adoption of a regulation at the European Union level that will regulate the subject area (e-privacy Regulation). 

 

 

21.  Rights and duties of data protection officers 

 

The Data Protection Officer is independent in his work and is authorized to perform all actions and take all necessary 

measures to ensure compliance of the Company's operations with the regulations on personal data protection. 

 

The Data Protection Officer is directly responsible for his work to the Company’s Management Board. 

 

When deciding on the appointment of a data protection officer, the Company will take into account that the appointed 

person has the appropriate professional knowledge to implement all measures and activities for personal data 

protection. The official must have the necessary professional qualifications, and in particular professional knowledge of 

the law and practices in the field of personal data protection. Although the certificates obtained by the employee can be 

helpful, continuous education, knowledge of the process and understanding of the Company's IT system, as well as the 

legal framework of the Company's business and its needs for security and personal data protection are of greater 

importance. 

 

The Management Board decides whether the data protection officer will be employed by the Company or whether an 

external service provider will be contracted for the officer. 

 

In the case of an employment relationship, the data protection officer may be employed full-time or part-time. In addition 

to the work tasks, he as an employee has, he can perform other tasks that do not lead to a conflict of interest with the 

performance of tasks arising from his position as an employee. 

 

The Data Protection Officer is a person who must at all times be adequately and timely involved in all matters concerning 

the protection of personal data in the Company and it is recommended to all employees and third parties to contact the 

aforementioned in case of any doubt regarding personal data. The Company ensures that all organizational units of the 

Company, from their managers onwards, are aware of the existence of this official in the Company and his/her tasks as 

well as about the importance of informing this employee, about the development of new services, intended use of new 

technologies, new types of personal data processing, personal data breaches and requirements for exercising the rights 

of respondents. 

 

The Company is obliged to ensure as follows: 

a) in case of intended new types of personal data processing or intended personal data processing for purposes 

other than existing and use of new technologies, the official should be involved in relevant meetings as early 

as possible to express his opinion and help with his advice, 
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b) The Company will endeavour to have the officer present at regular management and senior management 

meetings in order to make useful contributions to the protection of personal data, especially at those meetings 

that could have an impact on the processing of personal data, 

c) ensuring that the official has at his disposal adequate human, organizational and technical resources at his 

disposal to enable him to carry out his duties, 

d) all organizational units of the Company are obliged to, without delay, inform the Data Protection Officer about 

all movements and changes related to the Company's operations, which could have an impact on the protection 

of personal data, 

e) before amending any policies and regulations relating to the protection of personal data, the Administration 

shall seek the opinion of the Officer 

f) an official may not be removed from office or punished for performing his duties. 

 

In the performance of his / her duties, the Data Protection Officer may not receive any instructions regarding the 

performance of his / her duties and may not be dismissed or punished for performing them as stated above. 

 

The officer is obliged to perform his tasks personally, orderly and conscientiously. The Data Protection Officer is 

responsible for the implementation of all measures and activities aimed at achieving the objectives of the Company's 

privacy and personal data protection policy, implementation of laws, bylaws and other binding acts in the field of personal 

data protection. 

 

The responsibilities and tasks of the Data Protection Officer include the following in particular: 

a) informing and advising the Management Board and employees of the Company on the obligations under the 

General Regulation and other applicable laws and regulations on personal data protection, 

b) holding regular trainings for employees of the Company in the field of personal data protection in order to 

acquaint them with the legal requirements and internal requirements of the Company regarding personal data 

protection, 

c) conducting internal audits to verify the compliance of operations and practices of individual organizational units 

with the requirements of the General Regulation and internal acts of the Company. The officer will compile a 

written report on the conducted audits in which he must describe the results of his review and any shortcomings 

identified, 

d) conducting periodic revisions of the Company's policies and regulations on personal data protection, 

e) preparation and review of documentation related to personal data protection (e.g., contracts with processors, 

contracts with joint processing managers, contracts that are the basis of the exchange of personal data with 

recipients, notifications to respondents, internal policies and procedures, etc.), 

f) reviewing all changes in the records of the processing activities and assisting the competent employees in 

filling them out, 

g) preparing and reviewing responses in requests for exercising the rights of respondents from Part Three of this 

Policy and keeping records of received requests for exercising the rights of respondents and the responses to 

their requests, 

h) keeping records of personal data breaches and complying with the provisions of Part Six of this Policy in the 

event of a breach and being actively involved in the investigation and reporting of personal data breaches that 

may occur, 

i) preparation of an impact assessment on the protection of personal data as referred to in Article 35 of the 

General Regulation (when there is an obligation to prepare an impact assessment), 

j) regularly improving his/her skills by attending trainings for data protection officers in agreement with 

Management but also independently monitoring changes and practices in the field of personal data protection, 

especially AZOP guidelines and opinions, guidelines of the Working Group established under Article 29 of 

Directive 95 / 46 / EC and the Data Protection Board established by the General Regulation, 

k) cooperating with the supervisory body and acting as a contact point for the supervisory body with regard to 

processing, 

l) performing other activities that contribute to raising the level of personal data protection. 
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The Officer is authorized to verbally warn employees who don’t act in compliance with the General Regulation or this 

Policy and to instruct them on how to correct the observed non-compliances. 

 

The Data Protection Officer warns the Management Board of all observed discrepancies in the field of personal data 

protection. The Management Board of the Company decides on the measures to be taken to eliminate possible non-

compliances. 

 

If the failure of the Data Protection Officer should cause damage to respondents, the Company or other persons, the 

Data Protection Officer may be directly liable for the damage, which will be determined according to applicable law if it 

is caused by intent or gross negligence on the part of the officer. 

 

The officer is obliged to permanently maintain the confidentiality of all information and personal data that he has come 

across in the course of performing his function. 

 

22.  Education of employees 

 

All employees sign special confidentiality statements or as part of their employment contract take on the responsibility 

to keep personal data confidential at all times. However, in order to make employees more aware of the importance of 

data protection, the Company is obliged to educate all its employees about the importance and ways of personal data 

protection within the first month of work. The training is organized by the responsible person of the organizational unit 

for human resources, for planning and conducting education and training. 

 

In accordance with the analysis of the state of personal data protection, changes in legal regulations or internal policies, 

the number of breaches or at the suggestion of personal data protection officers, the Company conducts occasional 

training of employees during employment contracts to raise personal protection and awareness of workers their secrets. 

These trainings are held at least once a year. 

 

The holding of trainings needs to be recorded. 

 

The education program is determined by the data protection officer in agreement with the Management Board, taking 

into account the level of risk for individual jobs so that the content of the program is adjusted to the work tasks of 

employees and the extent to which they come into contact with personal data. 

Employees will be informed at the trainings that deficiencies and inconsistencies that they observe, in the field of 

personal data protection can be reported to the officer or their own managers. 

 

 

23.  Liability 

 

The Company is responsible for compliance with applicable regulations related to the protection of personal data and 

should be able to prove compliance that is, lawful conduct.  

 

 

24.  Conclusion 

 

This Policy is a codified good practice regarding the protection of personal data and serves as a kind of guide. This 

Policy seeks to cover most of the foreseeable situations that may arise however, this is not possible, so each situation 

will need to be assessed by circumstances that are unique to each case 

This Policy is interpreted in accordance with the General Regulation and the applicable legislation of the Republic of 

Croatia in the field of personal data protection. All questions from respondents regarding this Policy may be submitted 

to the Personal Data Protection Officer, who will respond to the applicant's request as soon as possible but within one 

month at the latest. 
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Laws and other regulations applicable in the Republic of Croatia apply to all possible disputes arising from personal 

data breaches committed by the Company, the competent court to resolve the dispute is the court with territorial 

jurisdiction in Dubrovnik. 

  

This Policy ceases to be valid if the Company makes a decision to that effect, i.e., if the Company is liquidated or another 

status change occurs that would result in the termination of the Company. However, the termination of this Policy does 

not release the Company's employees from the obligation to protect personal data in respect of those data that have 

been collected and/or processed so far. 

 

The subject of personal data protection is extensive and complex in nature and it is therefore crucial that all employees 

approach this seriously, carefully and calmly, because only in this way can one respond to all the challenges that this 

dynamic area imposes on daily business. 
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